Abstract-The definite length of the key size has been a hot debate since 1940. How we are going to measure it? Most cryptographic mechanisms, such as symmetric and asymmetric cryptography, often involve the use of cryptographic keys. However, all cryptographic techniques will be ineffective if the key distribution mechanism is weak. The security of most modern cryptographic systems of key distribution mechanism is based on computational complexity and the extraordinary time needed to break the code. Quantum Key Distribution (QKD) or Quantum Cryptography is attracting much attention as a solution of the problem of key distribution; QKD offers unconditionally secure communication based on quantum mechanics. In this article we proposed the enhance method to secure the distribution key which we call enhance tight finite key scheme. We will identify either this approach it suitable with the cloud authentication mechanism.
I. INTRODUCTION
OST of the users agree that confidentiality, integrity and authentication are the key concerns in this cloud infrastructure. Many authentication scheme has been introduce in several years. In such, most of the researcher agree that cloud infrastructure requires new ways of providing security. Currently deployment of Public Key Infrastructure (PKI) is a most significant solution. PKI involving exchange key using certificates via public channel to a authenticate users in the cloud infrastructure. However there is certain issue pertaining to the PKI authentication where the public key cryptography only provide computational security because PKI is based on Asymmetric Key Cryptography. It is exposed to widespread security threats such as eavesdropping, man in the middle attack, masquerade and etc. By means, the attacker could easily determine a person's private key. This may lead to information leaking disclosure. The other problem is the loss of private key may be irreparable. Here by all, the received messages cannot be decrypt anymore if the private key is loss. This phenomenon has triggers the needs of new Zuriati Ahmad Zukarnain is with the Faculty of Computer Science And Information Technology University Putra Malaysia, UPM Selangor, Malaysia (corresponding author's e-mail: zuriati@upm.edu.my).
Roszelinda Khalid is with Faculty of Computer Science And Information Technology University Putra Malaysia, UPM Selangor, Malaysia, (e-mail: roszelinda@gmail.com).
authentication technique with a secure channel that involve multiple users that ensure the safety communication across the nation.
Quantum Key Distribution (QKD) is one of the aspiring and tangible products available in the market. Generally, QKD is bounded more towards to the two-party system. Developing a multi -party system is a challenging research. However, QKD is vulnerable to distance and loss factors. Furthermore, quantum user authentication is lacking in basic QKD. This results QKD system meant to smaller scope. Our proposed solution is to make QKD realistic for a multiparty system with quantum user authenticated scheme using a tight finite key. We utilize matrix manipulation and challenge-response authentication scheme to achieve our goal. Conference key or multiparty key is one of the vital aspect in the group oriented security mechanism. The main features of the proposed scheme uses multiparty key and reduced consumption of quantum communication. Moreover, the distance and loss factors are handled using this multiparty key and communication among the parties. Further, this research concentrates on analysis of key size by tight finite-key and security analysis with error rate.
II. PRELIMINARIES

A. Authentication Scheme
Authentication is a well studied area. In basic idea authentication is a process of determining whether someone or something is, in fact, who or what it is declared to be.Today's transmission security relies on the unproven computational security. In every communication task, transmission of the data or information the security triad will be the main criteria to look into. It must have confidentiality, integrity and availability. Authentication is really needed in integrity. It has to ensure that data has not been changed due to an incident or malice. Here we can capture why authentication is a well studies area.
One standard cryptographic task is authentication. This is an important task to be done prior to communication that guarantees that the user identification and the origin of data is genuine because, if a malicious user masquerades as a legitimate user, the key distribution schemes and encryption schemes will be easily compromised.
In Table 1 it shows the existing authentication schemes. Authentication scheme known as digital challenge response. Throughout this paper we are proposing an adaptation of digital cryptography challenge response mechanism on quantum channel. The protocol shown in the table is basically used broadly in a classical approach. (McGee, 2011) . From the statistic given, it can be reasonably assumed that many of those top 2000 companies will provide some level of online access via cloud computing to their internal users and their customers. Hence, by 2016 one third of user data will be in cloud (http://www.gartner.com/it/page.jsp?id=2060215)
Year by year the government sector is eager to implement cloud computing in their ICT infrastructure. When we discuss about servers in the cloud, it can be physical machines or virtual machines. Cloud computing is a new terminology that being used by the industrial and researcher. Cloud computing describes a computing concept where software services, and the resources they use, operate as (and on) a virtualized platform across many different host machines, connected by the Internet or an organization's internal network. From a business or system user's point of view, the cloud provides, via virtualization, a single platform or service collection in which it can operate [2] . National Institute of Standards and Technology (NIST) categorized the cloud computing technology in three types of services.
They are Software as a Service (SaaS) where by software applications are provided and managed in the cloud by Cloud Service Provider. As example Microsoft Online Services that hosted versions of Microsoft Exchange and Microsoft SharePoint. Henceforth is Platform as a Service (PaaS). Using Platform as a Service, Cloud Service Provider deliver the underlying infrastructure, including OS and storage, that allows organizations to build and run applications using languages and tools provided and supported by the Cloud Service Provider. This can be shown in Microsoft Windows Azure Platform. The third type of service is Infrastructure as a Service (IaaS), in which a Cloud Service Provider gives and organization access to basic IT infrastructure (network, hardware, core operating system, and virtualization software) on which the organization can deploy its own applications and data in a virtualized environment, applications at were developed using languages and tools not provided or supported by the Cloud Service Provider. Examples of this service are Amazon's EC2 and Rackspace's Cloud Servers. This cloud model promotes availability and is composed of five essential characteristics (On-demand self-service, broad network access, Resource pooling, Rapid elasticity, Measured Service). In all the services offered, there are also four deployment models exist in cloud computing. Essentially each model is described in Table 2 : TABLE II  DEPLOYMENT MODELS ([3]) Between SaaS, PaaS and IaaS, IaaS is, arguably, the most established cloud service model, already offering a wide variety of products and advanced capabilities: automated scalability, pay-per-use, and on-demand provisioning are some of the most relevant.
Virtualization is at the core of any cloud computing initiative, regardless of delivery model or deployment method. Service providers, or internal enterprise private cloud managers, use virtualization technology to realize efficiencies and flexibility offered by cloud computing [4] . It covers the risks and considerations around cloud computing Virtualization security, including how to manage and ensure secure multi tenancy of virtual machines on a single host, security risks and threats by Web-based hackers to the hypervisor, and how to handle data management and data governance.
Virtualization also compounds the complexity of evidence preservation, given the layered abstractions upon which potential evidence could be resident. It entails than even greater and more specific skill have to be imbibed and utilized to ensure that no compromise or alteration is affected to digital evidence in a virtual machine environment. It will be important to point at this stage that a level of connectivity and otherwise relationship is maintained between each one layer and the next, hence, inter-layer interactions are very much imminent. As an example, the host operating system in one layer communicates with hardware and also with the virtual machine monitor which is called a hypervisor.
Any interaction between the virtual machine monitor and physical hardware is efficiently mediated by the host operating system. The guest operating system which is virtual machine remains a different level of abstraction. It shows that the interaction with the outside domain in cooperating hardware and services are made possible by the help of the virtual machine monitor/hypervisor. VMware workstation in this perspective ensures efficient communication with the host operating system to enable its guest platform to access and utilize hardware resources.
C. Cloud Security
Data loss or unauthorized leakage to a third party is one of the biggest threats in the cloud computing arena. As we have already mentioned in the previous section, cloud computing is a combination of various computing entities, globally separated, but electronically connected. As the geography of computation is moving towards corporate server rooms, it brings more issues including security, such as virtualization security, distributed computing, application security, identity management, access control and authentication. However, strong user authentication is important for cloud computing to ensure that only valid user have access to the server.
Literature review on some existing authentication schemes has been carried in order for highlighting the gap. Most of it is based on client-server architecture. The first remote user authentication schemes have been proposed by Lamport [5] in 1981, in which, the server stores the hashed value of a user's password. In Lamport's scheme, password table was used to verify the legitimacy of users, but if this password table is compromised, stolen, or modified by an adversary, then the system could be partially or completely compromised [6] , [7] . Some more recent smart card based password authentication schemes have been proposed in [8] , [9] and many of the schemes have been broken as shown by [10] , [11] , [7] . ShoupRubin [12] proposed extension of Bellare-Rogaway model [13] which is based on three party key distribution protocol and smartcard is used to store the long term secret keys. In their scheme, smartcard is used to prevent the adversaries and it is assumed that smartcard is never compromised. So basically the scheme falls in one factor category as two factor schemes can be broken by compromising both the factors only. Liao et al. [14] tried to consolidate a number of passwords and smartcard based properties and proposed two factor smartcard and password authentication scheme. Cloud computing is a variant of client server architecture, where, thousands of clients use the same infrastructure at a large scale. Consequently, it needs stronger authentication than conventional client server internetworking system. Lee et al [15] have proposed public key and mobile out of band based authentication for cloud computing. However, the scheme transmits data (e.g. ID, PW, and PKI) in a plaintext form which can be easily intercepted by the adversaries. In addition, their scheme does not care about data confidentiality, data integrity, user privacy and users are not allowed to change their password. As result, their scheme is not fit for real time cloud computing. Mishra, Kumar, and Mukhopadhyay proposed a pairing free identity based authentication framework for cloud computing [16] , in which they try to enhanced identity based mutual authentication scheme for client server cloud architecture. However, these schemes did not address access control for cloud computing users.
Referring to a previous research [17] , they introduce a Trusted Third Party, tasked with assuring specific security characteristics within a cloud environment. The proposed solution calls upon cryptography, specifically Public Key Infrastructure operating in concert with Single Sign On (SSO) and Lightweight Directory Access Protocol (LDAP), to ensure the authentication, integrity and confidentiality of involved data and communications. The solution, presents a horizontal level of service, available to all implicated entities, that realizes a security mesh, within which essential trust is maintained.
Public Key Infrastructure (PKI) including exchange key using certificates and revocation list have the capabilities to authenticate users in the cloud infrastructure. Most of the users agree that confidentiality, integrity and authentication are the key concerns in this cloud infrastructure. However there is certain issue pertaining to the PKI authentication where the public key cryptography only provides computational security because PKI is based on Asymmetric Key Cryptography. It is exposed to widespread security threats such as eavesdropping, man in the middle attack, masquerade and etc. By means, the attacker could easily determine a person's private key. This may lead to information leaking. The other problem is the loss of private key may be irreparable. Here by all, the received messages cannot be decrypt anymore if the private key is loss. This phenomenon has triggers the needs of authentication technique involving multiple users that ensure the safety communication across the nation. As we can see from above literature, the existing authentication schemes still have a room for improvement. Thus, from there we found a gap to enhance the existing schemes. Therefore, a good possible solution to address this issue by integrating the multi-party Quantum Key Distribution (MQKD) protocol with the PKI. This integration will involve the deployment of a tight finite key scheme to authenticate the cloud infrastructure involving multi user communication.
D. Quantum Cryptography
In the past two decades, the combination of quantum mechanics with cryptograph has produced a novel and interesting field named quantum cryptograph. Modern cryptography which is widely used in computer networks relies on computational complexity. In other words, dawn of quantum computer with quantum algorithm culminates the end of modern cryptography. But, QC can provide unconditional security especially by its property no-cloning theorem and Heisenberg's uncertainty principle. Quantum based security schemes can classify into two major divisions called single photon and entangled photon. A quantum entangled state is a correlated state between two particles such that result of measurement on one particle affects the state of other particle that is physically separated from the measured particle. Quantum Cryptography utilizes the original characteristics of quantum mechanics such as superposition, entanglement and so on. Using these properties, some information can be secretly shared between users through a quantum channel. The information can be a key or a message. Quantum cryptography involving Quantum Key Distribution (QKD) protocols are used to share a key and Quantum Direct Communication (QDC) protocols are employed to send a message [18] .
Quantum Key Distribution (QKD) is an active research with various protocol, scheme and application. The reason why QKD become an on demand research because a threat such as impersonation or man-in-middle attack makes QKD vulnerable. In a meanwhile, the authentication domain in quantum cryptography is the hardest part due to its level of complexity. Despite of this, quantum cryptography is only used to solve the key distribution problem, not actually transmit any useful data. The strength of any cryptosystem depends on the difficulty than an eavesdropper faces in breaking in. But with the arrival of Quantum Computing, it becomes easy to crack any cryptosystem. Classical cryptography is no longer a secure communication method. Securing data and data communication is a top priority because the consequences of unsecure data can have grave effects on both the economy and national security. Quantum cryptography relies on the laws of quantum mechanics to provide secure system, while the traditional system relies on the computational difficulty of the encryption methods used to provide a secure system [19] . As for this research we are proposing to implement Quantum Key Distribution (QKD) as an aid to the process in authenticate the communication in a cloud infrastructure. The ultimate goal of quantum key distribution protocols is to provide the reliable parties, Alice and Bob with random, correlated, and private classical data, the key. To get into this, they have a quantum channel at their disposal, which is however to be assumed completely under the control of the adversary, Eve. This means that whatever quantum state Alice or Bob send through the channel, the output can be completely arbitrary, the only restriction is consistent with quantum mechanics. In addition to the quantum channel, the reliable parties can make use of a public, classical channel, which is assumed to be authentic, by mean, it cannot be alter or forge messages.
Instead of considering the distribution key between two parties, we have to pay attention to what happened if it involving more than two legitimate parties. In clouds we can see that it may involve a number or users, here we will introduce using of Multiparty Quantum Key Distribution (MQKD). Multiparty QKD (MQKD) is a key distribution protocol in which the same key is distributed to different parties based on quantum mechanism [20] . MQKD can be refered as a key distribution protocol establishes a common key among a number of users. To achieve the practical feasibility and simplicity in MQKD, a standard cryptographic like authentication is needed. Authentication is the important task to secure the communication between users. User identification and the origin of data is need to be genuine, because, if a malicious user masquerades as a legitimate user, the key distribution schemes and encryption schemes will be easily compromised.
As a prior relevant research, Matsumoto proposed a first protocol without the use of entanglement to achieve MQKD which enables three parties agrees at once on a shared common random bit strings in the presence of eavesdroppers [21] . The main difference between our proposed protocol and Matsumo's protocol is that our protocol allows numbers of parties to share a common secret key after the establishment of secret key among the parties. Furthermore our protocol utilizes one way public communication(post processing) to share a final secret key. Here, Matsumoto's protocol requires three way post processing effectively. All the parties are required participate in the calculation. Contrastly, our proposed protocol needs only the sender to transmit a public message to the parties. As long as, the public channel is authenticated and unedited by Eve then our proposed protocol proves unconditional security. Moreover we use simple postprocessing technique to share a common secret key among the parties.
III. PROPOSED METHODOLOGY
We acknowledge the communication between all the clouds client and cloud provider will be via channel. It is a critical problem to assure whether the channel is reliable and have an appropriate authentication technique. As we know, there is a potential hazard that someone will intercept the data being read, masquerade as one of your applications, and fill your system with bogus data. To cope with this problem, we use the quantum key distribution to create an encrypted channel between the server and the client. Then the data transaction will send via public channel.
Key generated by the QKD protocol is to beused in a onetime pad, it need to be as long as the message. This means that the user of a QKD device will typically be interested in large keys to be able to encrypt his or her message, which results in the demand for an efficient quantum key distribution scheme. To accomplish the research objectives, we divided the research methodology into three different phases.
Our scheme is using the QKD BB84 protocol. As being mention earlier BB84 protocol is the first known quantum key distribution scheme, named after the original paper by Bennett and Brassard, published in 1984. It allows two parties; as standard convention that Alice as sender and Bob as receiver, to establish a secret shared key using polarized photons qbits. Eve is presented as eavesdropper. However, in this paper we are introducing the application of QKD BB84 protocol for multi user that could.
The scheme explained below:  Alice start with sending random sequence of bits, |h〉-bits, |v〉-bits, |lcp〉-bits, and |rcp〉-bits. Horizontal bits represent by |h and vertical represent by |v  Bob will randomly pick his detector basis from +-basis or xbasis to measure each bits.  Then results of Bob's and Charlie's were measured. After that, the states are interpreted as a binary sequence.  Bob and Charlie need to declare his detector bases for each bits they receive  Alice informed Bob and Charlie which bases were correct.  Finally, Alice,Bob, Charlie will share the same bits
, quantifies how many bits of additional information about Z are needed to reconstruct it from B .To get a secure key rate we extract secure key (  ) per block size that represent N=n+k, is as equation (4) . We use this equation from [22] as a based work study.
(1 ( )) 3log(3 / ) 
IV. RESULT From the result, it shows our enhanced method improve the error rate. The bit error rate is actually a bit error divided by a total number of transferred bits during a studied interval. This is due to any noise, interference, distortion or bit synchronization during the transmission of the initial key. Fig. 2 The result shows there is a significant value in initial bit error rate. Figure 2 explained that error rate can be slightly reduce the error rate by implementing our new scheme. In other words it can push aside any interference during the key transmission.
V. CONCLUSION In a nutshell, for the popularity of cloud computing applications, the current authentication scheme being used is still relatively backward methods. Many of the key aspects of authentication can't guarantee effective control, especially in data transmission via a public channel. In this paper we are introducing a new scheme that can be adopt in multiparty communication dedicated for cloud infrastructure. From the result we can see there is a significant in terms of error rate. We hope with the proposed scheme it can be applied on any quantum key distribution protocol and able to authenticate the legitimate users. Currently the work is in progress and the result will be published soon.
